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Smart contracts are self-executing agreements with code-defined terms enabling trustless blockchain transac-
tions. Their immutability and control over significant financial assets make them attractive attack targets,
with vulnerabilities potentially causing catastrophic financial losses. Large Language Models (LLMs) have
revolutionized numerous domains with remarkable capabilities in code understanding and problem-solving.
Despite these advancements, recent research reveals that LLMs still face significant limitations in accurately
detecting complex vulnerabilities in smart contracts.

This disparity between the capabilities of LLMs and the stringent requirements of security analysis under-
scores the necessity for tailored methodologies to enhance LLM-based vulnerability detection strategies.

In this paper, we propose Synapse, the first smart contract vulnerability detection framework leveraging
thought-augmented LLM and fine-grained analysis under focal context. Specifically, Synapse emulates security
researchers’ vulnerability discovery workflow, including vulnerability pattern learning, thought instantiation,
reasoning, and verification. We employ a Buffer of Vulnerability Reasoning Thoughts (BoVRT) approach for
LLMs to learn and apply vulnerability-specific reasoning to concrete contracts, improving detection accuracy.
We also leverage specialized reasoning and code models to optimize different stages of the vulnerability
detection process. To evaluate Synapse, we collected real-world on-chain contract incidents from security
company alerts not covered by existing datasets. Synapse identified 117 previously undiscovered vulnerabilities
in on-chain smart contracts, including one critical vulnerability that safeguarded assets totaling $30 million
from potential losses.
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1 Introduction

Smart contracts form the bedrock of decentralized applications (dApps), leveraging the immutable
and transparent nature of blockchain technology to enable trustless and efficient transactions,
particularly within the finance industry. However, their susceptibility to vulnerabilities poses
substantial financial risks. For instance, Defillama Hacks [20] reported over 100 incidents in 2024
alone, resulting in total losses of approximately $1.27 billion. Prominent examples, such as the
Velocore hack [76] ($6.8 million) and the UwULend hack [63] ($19.3 million), underscore the critical
need for smart contract vulnerability detection.
State-of-the-art static analysis frameworks [23] for smart contract vulnerabilities primarily

identify flaws based on predefined control-flow or data-flow patterns, such as re-entrancy and
integer overflows. However, these methods often lack a deep understanding of contract semantics,
leading to high false positive rates. Similarly, existing contract fuzzing techniques [9, 27, 48, 55,
61] struggle to generate effective oracles due to the same limitation, hindering their ability to
detect complex logic vulnerabilities. Furthermore, some approaches [5, 88] concentrate on specific
vulnerability types, thereby offering limited protection against the diverse spectrum of critical
vulnerabilities. Machine learning-based approaches [47, 57] are similarly limited by restricted
vulnerability type coverage and insufficient semantic understanding of contracts, impeding their
efficacy in detecting complex logic vulnerabilities. A comprehensive empirical analysis [89] of real-
world vulnerabilities revealed that approximately 80% of exploitable vulnerabilities are classified
as machine-unauditable bugs (MUBs), primarily due to this fundamental limitation in semantic
comprehension. Furthermore, recent systematic evaluation [58] demonstrates a progressive decline
in the effectiveness of existing vulnerability scanners, attributable to the rapid evolution of smart
contract development practices and the emergence of novel attack vectors that exceed the detection
capabilities of current tools.
Recent advancements in Large Language Models (LLMs), including GPT and DeepSeek, offer a

promising avenue for automating smart contract vulnerability detection. Isaac et al. [16] demon-
strated that while LLMs like GPT-4 and Claude-1.3 can identify attacks, they often produce high
false positive rates (95%). GPTScan [68], which integrates GPT with static analysis, aims to detect
logic vulnerabilities. However, its heavy reliance on static analyzers for vulnerability type filtering
and lack of path sensitivity limit its detection accuracy to approximately 57% in large-scale projects.
Although LLM enhancement techniques have been applied, existing studies [67, 87] demonstrate
that approaches such as Retrieval-Augmented Generation (RAG) for integrating vulnerability
knowledge attain only approximately 30% accuracy even when limited to identifying vulnerability
types. Other LLM-driven works [65, 77] require historical transaction data, a prerequisite frequently
unmet for newly deployed contracts or those under development. These methods fail to adequately
replicate the complex research processes employed by security experts, leading to insufficient
accuracy and overall capability.

Key Challenges While these approaches highlight the potential of LLMs in smart contract vul-
nerability detection, they fall short of accurately identifying vulnerabilities in real-world contracts
due to several key challenges:
First, achieving high reasoning accuracy with long code contexts of multi-contracts remains a

significant hurdle (Challenge 1). Research [33, 39] indicates that mainstream LLMs typically utilize
only 10-20% of the provided context, with performance degrading sharply as context length and task
complexity increase. Although various reasoning enhancement techniques, such as Self-Consistency
[79] (which improves reasoning through multi-round analysis and marginalization across different
reasoning paths), have been proposed, methods like majority voting [40], a technique that selects
the most frequent answer across multiple LLM inference passes, offer only marginal improvements.
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Second, designing effective function tools for LLM to effectively retrieve code context is non-
trivial (Challenge 2). Human security researchers routinely employ documentation and sophisticated
code analysis tools. However, current vulnerability detection frameworks [67] often fail to equip
LLMs with the interactive tools (e.g., code insights, semantic search, documentation) necessary
for analyzing large and complex contract projects. Furthermore, directly incorporating insights
from static analyzers, such as redundant call graphs and standard library implementations, can
potentially confuse LLMs and degrade performance [40]. While leading code editors [11, 14] (e.g.,
Cursor, Windsurf) provide LLMs with insightful tools for accurate code generation, they lack the
specialized security-domain tools, such as vulnerability-pattern-aware code search, inter-contract
state tracking, and exploit scenario simulation, required for effective vulnerability detection.

Third, pre-trained LLMs possess limited knowledge of smart contract vulnerabilities (Challenge 3).
LLMs trained on data up to specific cutoff dates are inherently unaware of emerging vulnerability
patterns. Moreover, general-purpose models lacking specialized security training often struggle to
learn comprehensive contract vulnerability types. Consequently, providing LLMs with complete
and structured vulnerability reasoning patterns is crucial.

Our Approach To address these challenges, we introduce Synapse, a thought-augmented multi-
agent framework for smart contract vulnerability detection that emulates the research processes of
security experts. The core insight underpinning Synapse is that security researchers exhibit common
characteristics: analogical reasoning regarding vulnerability types, focused contextual research, and

iterative "reasoning-acting" loops.
To address Challenge 1, we employ a focal context mechanism (detailed in Section 4.2) during

LLM analysis to enhance reasoning accuracy within limited context windows. Unlike existing works
[80] that typically provide entire contract code to LLMs, leading to performance degradation from
excessive context length, Synapse supplies fine-grained code context at various levels of focus when
exploring a vulnerability hypothesis. For Solidity contracts, we preprocess code at the Abstract
Syntax Tree (AST) level, identifying key functions while excluding standard library implementations.
This AST-level preprocessing mitigates compatibility issues arising from compilation failures and
facilitates extension to contracts written in other programming languages.

To tackle Challenge 2, we implement multiple specialized agents equipped with powerful security-
domain tools: Developer, Researcher, Auditor, and Verifier. The Developer agent extracts code
insights for the entire contract project. The Researcher agent retrieves vulnerability patterns from a
curated thought collection and instantiates concrete reasoning paths within the focal context. The
Auditor agent performs vulnerability reasoning and detection based on these concrete vulnerability
thoughts, utilizing security-domain tools. The Researcher and Auditor agents coordinate to trans-
form high-level patterns into concrete reasoning steps. Finally, the Verifier agent validates identified
vulnerabilities. We have designed customized security tools, including semantic search and code
differential analysis, which enable accurate search functionalities and self-directed reasoning-acting
loops without requiring manual intervention. Our evaluation demonstrates that these semantic
tools improve recall by 44.5% on real-world datasets.

To address Challenge 3, we leverage a “Buffer of Vulnerability Reasoning Thoughts” (BoVRT), a
collection of structured, reusable reasoning paths distilled from real-world vulnerability analyses,
encompassing various contract types. In contrast to existing approaches that retrieve raw vulnera-
bility reports, Synapse retrieves high-level vulnerability thought templates and instantiates them
for specific contract code. Unlike standard RAG, which directly injects retrieved documents into the
LLM prompt, BoVRT performs a multi-step instantiation process that transforms abstract reasoning
templates into concrete, code-specific analytical workflows (detailed in Section 4.3.1). We utilize a
cost-effective model to distill and generate vulnerability patterns from over 14,000 real-world audit
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reports, constructing a vector database containing embedded hierarchical vulnerability thoughts.
For each target contract, Synapse retrieves relevant patterns from this database and instantiates
concrete reasoning paths tailored to the specific code. These thoughts guide the agents in reasoning
about and verifying potential vulnerabilities.
We implemented Synapse and evaluated its performance on real-world smart contracts. Our

results demonstrate that Synapse detects 71.9% of vulnerabilities in these datasets, achieving a 3×
improvement compared to state-of-the-art LLM-driven tools like GPTScan [68]. Furthermore, our
buffer of thoughts approach enhances recall by 36.3%, outperforming traditional analysis tools by
at least 2×. Synapse successfully identified 117 previously undiscovered vulnerabilities in on-chain
smart contracts, including one critical vulnerability that safeguarded assets totaling $30 million
from potential losses.

In summary, our contributions are as follows:

• Novel Analysis Approach under Focal Context.We propose a flexible focal context mecha-
nism that provides LLMswith concise and structured code semantics, enabling effective utilization
of limited token context and thereby improving reasoning accuracy.
• Multi-Agent Enhancement with Semantic-aware Tools. We implement semantic tools that
empower agents to mimic the workflows of security researchers during vulnerability discovery
in large and complex smart contract projects.
• Buffer of Vulnerability Reasoning Thoughts.We introduce a buffer of vulnerability reasoning
patterns that enables LLMs to explore diverse vulnerabilities based on contract semantics. By
distilling high-level vulnerability patterns from over 14,000 real-world audit reports, we have
created a knowledge base that specialized agents can instantiate into concrete reasoning paths,
effectively guiding the vulnerability detection process.
• Effective Prototype System and New Findings.We present Synapse, an effective multi-agent
system for smart contract vulnerability detection evaluated on real-world contracts. Synapse
identified 117 previously undiscovered vulnerabilities in on-chain smart contracts, including a
critical vulnerability that protected assets valued at $30 million from potential losses.

2 Background

This section briefly explains the key terms (smart contract vulnerability and large language models)
used throughout this paper.

2.1 Smart Contract Vulnerabilities

Smart contracts are self-executing programs deployed on blockchains, enabling the autonomous
implementation of programmable business logic. Mainstream smart contracts are written in Solidity,
a high-level programming language designed for the Ethereum blockchain. Major smart contract
applications include decentralized exchanges (DEXs) [83], decentralized autonomous organizations
(DAOs) [38], lending platforms [84], yield farming [82], and stablecoins [3]. The immutable nature
of contracts and their control over significant financial assets make them attractive targets for
attackers, where vulnerabilities can lead to catastrophic financial losses. An empirical study [89]
systematically investigated real-world vulnerabilities from audit findings, categorizing exploitable
bugs into two types: machine-auditable bugs (MABs) and machine-unauditable bugs (MUBs). Due
to the lack of semantic understanding of domain-specific properties, more than 80% of exploitable
bugs are machine-unauditable. MABs include assertion failures, arbitrary writes, block-state depen-
dencies, and integer bugs, while MUBs include price oracle manipulation, erroneous accounting,
ID uniqueness violations, and privilege escalation.
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1 function transferToUnoccupiedPlot(uint256 tokenId , uint256 plotId) external {
2 ToilerState memory _toiler = toilerState[tokenId ];
3 uint256 oldPlotId = _toiler.plotId;
4 uint256 totalPlotsAvail = _getNumPlots(_toiler.landlord);
5 ... // checks for toiler and plotID
6 toilerState[tokenId ]. latestTaxRate= plots[_toiler.landlord ]. currentTaxRate;
7 // missing: toilerState[tokenId ]. plotId = plotId
8 plotOccupied[_toiler.landlord ][ oldPlotId] = Plot({
9 occupied: false ,
10 tokenId: 0
11 });
12 emit FarmPlotLeave(_toiler.landlord , tokenId , oldPlotId);
13 emit FarmPlotTaken(toilerState[tokenId], tokenId);
14 }

Fig. 1. Motivating Example. The logic vulnerability (line 7) causes inconsistency in plot tracking due to the

missing update of the plot ID during the transfer operation.

2.2 Large Language Models for Vulnerability Detection

Large language models (LLMs) [45], such as GPT [50] and DeepSeek [28], are advanced machine
learning models trained via self-supervised learning on vast textual datasets. These models exhibit
remarkable proficiency in natural language processing and related domains, leading to substantial
research in this area.
LLMs have shown proficiency in analyzing program semantics [44]. By utilizing their code

comprehension capabilities, LLMs can identify vulnerabilities with zero-shot prompting [90], where
examples of vulnerabilities are not needed for detection. Detection approaches are further enhanced
by advanced techniques such as prompt engineering [41] and retrieval-augmented generation
(RAG) [26]. Du et al. [22] applied chain-of-thought (CoT) prompting for smart contract security
audits and found that GPT-4 performed poorly in detecting vulnerabilities, with a low recall of
37.8%. Shimmi et al. [59] demonstrated that few-shot prompts with additional domain-specific
knowledge optimize LLM performance for vulnerability detection. Furthermore, Daneshvar et al.
[15] found that vulnerability detection can be improved by incorporating RAG-based augmentation.
Different models exhibit varying performance [69] across different tasks (e.g., code generation,
mathematical reasoning, language understanding). Therefore, we integrate different models to
build Synapse.

3 Motivation

In this section, we build on the discussion from Section 1 and present a real-world vulnerability
to highlight the necessity of LLMs for automated smart contract vulnerability detection.
Figure 1 showcases a critical vulnerability in the Munchables project [70], stemming from

a missing contract state update. The LandManager contract implements a staking mechanism,
enabling users to stake tokens on others’ plots for rewards. The transferToUnoccupiedPlot
function supports token transfers between plots. However, a severe flaw exists: although the token
is moved to a new plot, the plotId field in the ToilerState struct remains unchanged. This
omission causes a state inconsistency, as the internal records incorrectly reflect the token’s original
location post-relocation.
This state inconsistency can be exploited because when the total number of plots is reduced,

stale records allow another user to stake in an already-occupied plot.
Static analysis tools, while capable of detecting certain fixed patterns for missing state updates,

often fail to identify which functions should update specific states. Likewise, advanced fuzzers
[61] miss this vulnerability due to their reliance on non-semantic oracles, which only trigger alerts
under predefined violation conditions.
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Fig. 2. Overall workflow of Synapse.

In contrast, Synapse detects this vulnerability by retrieving a targeted thought template addressing
state inconsistency in staking mechanisms from the BoVRT (Section 4.3.1). The Reasoner instan-
tiates this template with concrete references (e.g., transferToUnoccupiedPlot, plotOccupied),
and the Researcher agents employ focal context to trace the missing plotId update across the
function body and its callees. TheVerifier agent confirms the finding by validating that the evidence
accurately reflects the code’s behavior.

4 Design and Implementation

This section introduces the design of Synapse. Figure 2 depicts the overall workflow, which includes
the codebase preprocessor ( 1 ) and the vulnerability detector ( 2 ). The vulnerability detector consists
of the Reasoner, Developer, Researcher, and Verifier agents. First, we distill the contract
codebase into code and documentation files, embed them into a vector database, and generate the
codebase context (Section 4.1). Subsequently, the Reasoner agent generates instantiated thoughts
for vulnerability detection via a buffer of thoughts. Meanwhile, theDeveloper agent generates code
insights containing project invariants for the semantic tools. Afterwards, two Researcher agents
leverage these instantiated vulnerability thoughts and semantic tools to identify vulnerabilities
under different focal contexts. Notably, Synapse uses different models (a code model and a reasoning
model) to back the two Researcher agents for effective cooperation. Finally, the Verifier agent
validates the findings according to the vulnerability thoughts and generates the final report.

4.1 Codebase Preprocessor

Smart contract projects comprise multiple files, including contract code, standard libraries, depen-
dencies, and documentation. However, not all files are relevant to vulnerability detection. Working
with irrelevant files or code increases LLM context length, degrades accuracy [33, 39], and can
introduce false positives. Therefore, we propose a Distiller (preprocessor) to preprocess the codebase
and generate the focused code context.

4.1.1 AST Parsing. Before semantic search or code exclusion, an overview of the codebase is nec-
essary. We perform AST-level parsing to extract contract details. We operate at the Abstract Syntax
Tree (AST) [46] level, rather than other semantically aware levels (e.g., intermediate representation
[64]), because alternative approaches require complete project compilation. This requirement would
prevent extension to many use cases, including the decompiled code of closed-source contracts and
contracts in other languages.

State-of-the-art LLM-based tools, such as GPTScan [68], heavily rely on Solidity compiler results
for static analysis. This approach fails to analyze 17 of the Top 200 smart contract projects and 28

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE134. Publication date: July 2026.



Smart Contract Vulnerability Detection with Thought-Augmented Large Language Model FSE134:7

of 100 Code4Rena audited projects due to compilation failures or missing library dependencies. In
contrast, Synapse avoids these limitations by operating at the AST level, enabling the analysis of
open-source projects and closed-source contracts via decompiled code.
We leverage ANTLR [53] to generate and refine the AST according to Solidity features. Since

ANTLR performs purely syntactic parsing without requiring compilation, it enables analysis of
contracts with missing dependencies. The refinement resolves Import and Using statements,
facilitating type inference. By traversing the resulting AST, we extract function declarations and
code bodies for subsequent vulnerability detection.

4.1.2 Standard Implementation Exclusion. Since most standard libraries and dependencies are
irrelevant to vulnerability detection, we exclude them. We first collect implementations of well-
known standard libraries and protocols across different versions. Standard libraries are sourced from
official repositories like OpenZeppelin and Solmate. We also collect implementations of established
protocols such as Uniswap V2/V3 and Compound. As these implementations are frequently used,
manually audited, and battle-tested, we consider them reliable and exclude them from the detection
process.
Existing work [68] uses directory names and function signatures as exclusion rules, which is

neither accurate nor comprehensive. For example, an ERC20 token might reuse OpenZeppelin
library code in functions (e.g., balanceOf, approve). These functions might not be excluded if
their signatures are not whitelisted. Therefore, we propose a fine-grained, function-level exclusion
mechanism that considers function bodies. After extracting functions from the collected standard
implementations, we generate standard AST metadata for all functions. We exclude functions
whose signatures and AST structures match standard implementations.

4.1.3 Codebase Distillation. After excluding standard implementations, we further exclude depen-
dencies based on mainstream contract development toolkit structures (e.g., Foundry [25], Hardhat
[49]). Since contract projects may contain documentation that can aid LLM understanding, we
extract document files (e.g., plain text, Markdown) and split them into chunks based on document
structure. For instance, we split Markdown top-level sections into chunks to improve document
search accuracy.

4.1.4 Long-Term Memory Generation. Similar to security experts who rely on semantic memory to
recall critical code snippets, we leverage LLM long-term memory technologies [35, 78] to generate
codebase memory that facilitates semantic code search during vulnerability detection.

Specifically, we use CodeBERT [24] to generate embeddings [42] of functions (from Section 4.1.1)
and document chunks (from Section 4.1.3), and store them in a vector database (Chroma [10]). This
enables semantic search via k-nearest neighbors to retrieve the most relevant code snippets as long-
termmemory. This memory is generated offline as a one-time effort and reused during detection. We
use RAG [35] to access this long-term memory in the tools layer. It is important to distinguish this
codebase-level RAG, which retrieves code snippets and documentation to augment agent queries,
from the Buffer of Vulnerability Reasoning Thoughts (BoVRT) described in Section 4.3.1, which
retrieves and instantiates structured vulnerability reasoning templates rather than raw documents.

4.2 Semantic Tools Layer

Since human security researchers excel at utilizing domain-specific toolchains to validate their
thoughts, we provide semantic tools for agents to validate their thoughts as well. To enhance the
attention and thinking quality of agents, we propose a focal context to guide them to focus on the
most relevant code segments.
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Prompt Template for Code Insight Generation

System: You are the best programmer and the developer in the world. You’ll be provided with a set of contract code, along
with the basic code structure. Your task is to generate the business flow for this contract and strictly following the below
instructions:
1. Initiate analysis from leaf contracts, performing function-level control flow simulation for multiple times and select the most
reliable one.
2. When encountering unfamiliar function calls, retrieve the code through the provided tools to reconstruct complete execution
paths.
3. When encountering external calls you fail to resolve, you should skip them in the final graph.
4. ALWAYS take care of the incoming and the outgoing edges of each function.
5. ALWAYS follow the tool call schema exactly as provided.
...

Basic Code Structure

There are {file_numbers} files in the codebase: {file_list}.
Excluding standard implementations, we provide the structured function mapping:
{file_path: {contracts_list: functions_list }}.

Provided Tools

<get_function_code/> <get_contract_code/>
<get_contract_inheritance/> <grep_code_search/>
<fuzzy_search_document/>

Fig. 3. Prompt template for code insight generation. Tools schema and output formats are omitted for

simplicity.

ff
+
fm

ff
+
fm
+fi

ff

ff
+
fm+fi
+fv

contract UniswapV2Pair is IUniswapV2Pair, UniswapV2ERC20 {

    address public factory;
    address public token0;
    address public token1;

    uint112 private reserve0; 
    uint112 private reserve1;
    uint private unlocked = 1;

    function _safeTransfer(address token, address to, uint value) private {
        (bool success, bytes memory data) = token.call(abi.encodeWithSelector(SELECTOR, to, value));
        require(success && (data.length == 0 || abi.decode(data, (bool))), 'TRANSFER_FAILED');
    }

    modifier lock() {
        require(unlocked == 1, 'UniswapV2: LOCKED');
        unlocked = 0;
        _;
        unlocked = 1;
    }

    function skim(address to) external lock {
        address _token0 = token0;
        address _token1 = token1;
        _safeTransfer(_token0, to, IERC20(_token0).balanceOf(address(this)).sub(reserve0));
        _safeTransfer(_token1, to, IERC20(_token1).balanceOf(address(this)).sub(reserve1));
    }

}

Fig. 4. Focal context example for the skim function. The code is simplified from the UniswapV2Pair Contract.

4.2.1 Code Insight Generation. We utilize the Developer agent to generate Code Insight, i.e., the
business flow with a simplified inter-function call tree. We observe that LLMs perform well as
"compilers" [13] and can generate concise call trees. Therefore, instead of using static analyzers to
extract call graph metadata, we leverage the code model, armed with code tools, to extract the call
graph metadata. This design choice is motivated by two key observations. First, static analyzers
produce call graphs that include extensive standard library calls and framework-internal invocations,
which introduce significant noise that can confuse LLMs during vulnerability analysis [40]. Second,
LLM-generated call graphs inherently capture semantic relationships between functions, such
as business flow dependencies, that purely syntactic call graph extraction cannot represent. In
practice, we utilize the Qwen2.5-Coder model [30] to generate the inter-function call graph for
each contract using the prompts shown in Figure 3.

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE134. Publication date: July 2026.



Smart Contract Vulnerability Detection with Thought-Augmented Large Language Model FSE134:9

4.2.2 Focal Context. When feeding core information of relevant code to agents, an effective way to
represent the code is needed. Through function-level code analysis that prioritizes critical functions,
LLMs can effectively [39] leverage their short-term memory (i.e., the prompt). Additional contextual
information for the focal function can provide useful clues and improve reasoning accuracy. We
categorize the focal context into the following four types:

• 𝑓𝑓 : The function body and declaration code of the focal function.
• 𝑓𝑚 : The modifier code of the focal function.
• 𝑓𝑖 : All internal functions callable by the focal function. We return results with a completeness
check (verifying that all transitively called internal functions are included) according to the
function call graph produced in Section 4.2.1.
• 𝑓𝑣 : All private and public state variables in the contract of the focal function.

During the vulnerability analysis process, agents dynamically select the appropriate focal context
granularity based on the current reasoning requirements. The Researcher agents begin with the
function body (𝑓𝑓 ) and progressively expand the context as needed. When the reasoning steps
in the instantiated thoughts reference modifier-related logic (e.g., access control checks), agents
request the modifier context (𝑓𝑚). When internal function calls require examination, agents request
𝑓𝑖 . When state variable tracking is necessary for understanding data flow across functions, agents
request 𝑓𝑣 . Figure 4 demonstrates the composability across different focal context types for the
skim function in the UniswapV2Pair contract. We generate each type of focal context with the
refined AST structure extracted in Section 4.1.1.

4.2.3 Semantic Memory Search. We leverage the long-term memory established in Section 4.1.4
to enable semantic search capabilities for agents. Unlike traditional keyword-based approaches,
semantic search understands the conceptual meaning behind queries. For instance, when investi-
gating potential price manipulation vulnerabilities, Researcher agents can query for "price oracle
functions" and retrieve semantically relevant results (such as getBNBPrice, etc.) that might not
contain explicit keywords in the query. This reveals vulnerable patterns conventional methods
miss.

Specifically, when an agent requests a semantic search query, we use the same embedding model
mentioned in Section 4.1.4 to generate the query embedding. We retrieve top-𝑘 matches, extracting
function focal context from code snippets. We provide options for agents to choose their preferred
granularity (i.e., 𝑓𝑓 , 𝑓𝑚 , 𝑓𝑖 , 𝑓𝑣 , or combinations of these) of the focal context for the code result.

4.3 Vulnerability Detection

Our approach employs an LLM-driven multi-agent framework for codebase vulnerability detection.
The framework comprises three key components: focal context, guiding detection by identifying
relevant code segments; a semantic tools layer (Section 4.2), enhancing accuracy through specialized
code analysis; and a buffer of thoughts (Section 4.3.1), improving detection bymaintaining reasoning
chains and intermediate findings across multiple analysis steps.

We categorize Machine Unauditable Bugs (MUBs) into two types: checklist-based and invariant-
based vulnerabilities. The former relies on checklists derived from auditors, security researchers,
and real-world vulnerability reports, while the latter focuses on whether code invariants can be
violated. Correspondingly, we classify vulnerability reasoning thoughts into two categories:

• Targeted thoughts encode multi-step reasoning procedures for detecting specific vulnerability
patterns. Each is distilled from a real-world audit report and contains a direct question, a sequence
of reasoning steps, and the required function signatures and state variables.

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE134. Publication date: July 2026.



FSE134:10 Chaoyuan Peng, Muhui Jiang, Yajin Zhou, and Lei Wu

Targeted Thought1 

Question: Can the token be publicly minted?

Reasoning Steps: (1) Whether the access control is correctly 

implemented for mint related function ...
Category: Token

Targeted Thoughtn 

Question: How does the protocol get the price of assets?

Reasoning Steps: (1) If the price result is derived from the ratio of 

balance, it can be manipulated under flash-loan or donation ...
Category: Lending, ......

Buffer of Vulnerablity Reasoning Thoughts

Invariants Thought1 

Question: How to express this token’s balance invariants?

Reasoning Steps: (1) Lookup the transfer related function 

to see how it handles balance ...
Category: Token

Invariants Thoughtn 

Question: What are the yield reward invariants of this protocol?

Reasoning Steps: (1) Find out state variables which record the 

staked users and reward distribution functions ...
Category: Yield, ......

Thought Retrieval

Codebase Context
Reasoner

Reasoning Model

Thought Buffer
Instantiated Thoughtn 

Question: How does the protocol get the price of assets?

Reasoning Steps: (1) If the result of getTokenUSD function is 

derived from the ratio of balance, it can be manipulated under 

flash-loan or donation ...
Category: Lending, ...

...

other agents

Fig. 5. Pipeline of the buffer of vulnerability reasoning thoughts. The Reasoner agent retrieves targeted

and invariant thoughts from the buffer. Using codebase context, the Reasoner agent generates concrete

instantiated thoughts for other agents.

Table 1. Vulnerability classification taxonomy employed by Synapse. Coverage indicates whether the type is

addressed by targeted thoughts (T), invariant thoughts (I), or both (T+I).

Category Sub-types MAB/MUB Coverage

Access Control (AC) Privilege escalation, missing authorization MUB T
Price Manipulation (PM) Oracle manipulation, flash loan attacks MUB T+I
Calculation Error (CE) Rounding errors, precision loss MUB T
Reentrancy (RE) Cross-function, cross-contract MAB/MUB T
Logic Flaw (LF) State inconsistency, business logic errors MUB T+I

• Invariant thoughts guide agents to derive and verify contract-level invariants (e.g., “the sum of all
user balances must equal the total supply”) rather than following a fixed checklist. This category
is effective for detecting novel logic flaws absent from the targeted thought corpus.
Vulnerability Classification Taxonomy. Table 1 presents the taxonomy derived from the

14,000+ audit reports via LLM-assisted classification with manual verification. Each category maps
to targeted thoughts (T), invariant thoughts (I), or both (T+I). Novel patterns not represented in the
corpus may require incremental expansion of the thought buffer.

The workflow is as follows: First, the Reasoner agent retrieves vulnerability thought templates and
instantiates them based on the codebase context. Subsequently, two Researcher agents collaborate
to determine if vulnerabilities exist under different focal contexts. Finally, the Verifier agent verifies
these thoughts and generates the final report.

4.3.1 Buffer of Vulnerability Reasoning Thoughts (BoVRT). State-of-the-art reasoning models often
lack structured, domain-specific vulnerability knowledge, causing them to overlook many vulnera-
bility types during zero-shot prompting. The original Buffer of Thoughts [86] utilizes high-level
thoughts from problem-solving processes across various tasks to enhance LLM accuracy, efficiency,
and robustness. Inspired by this, we propose the Buffer of Vulnerability Reasoning Thoughts
(BoVRT) to provide agents with vulnerability-specific knowledge and enhance their in-context
learning capabilities.
Generation of BoVRT Vulnerability reasoning is crucial for security researchers to identify

smart contract weaknesses. These patterns are documented in professional resources such as audit
reports, vulnerability write-ups, and post-mortem analyses. We collected over 14,000 real-world
vulnerability reports from platforms like Code4rena, Sherlock, and Immunefi. We used few-shot
prompting (Figure 6) to distill targeted thoughts from these reports using the DeepSeek-V3 model.
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Prompt for Vulnerability Reasoning Thoughts Generation

System: You are the best security researcher in the world. You’ll be provided with a vulnerability report from other security
researchers. Your task is to generate the vulnerability reasoning thoughts for this report and strictly following the below in-
structions:
1. First, you need to identify the target contract category from the report. The possible categories are Lending, Dexes, Yield,
Cross-chain, Token, Governance, Others.
2. Second, by following the thinking of report, you need to extract the detailed reasoning thoughts to find out the vulnerability
without missing any details. You SHOULD focus on the business flow and the subtle code pattern.
3. You should simulate the reasoning process using the extracted thoughts, and if you cannot discover the vulnerability by
exactly following your extracted thoughts, you should re-extract the reasoning thoughts until you can successfully reproduce
the vulnerability finding.
4. After verify the extracted thoughts, you should simplify and distill the thoughts by removing the concrete code related with
this contract.

Vulnerability Report

{vulnerability_report_content_in_plain_text}

Provided Tools

<get_url_content/>

Fig. 6. Prompt template for vulnerability reasoning thoughts generation from the given vulnerability report.

Output formats are omitted for simplicity.

Table 2. Comparison of BoVRT and RAG approaches.

Dimension RAG BoVRT

Retrieved Content Raw documents or vulnera-
bility reports

Distilled reasoning thought
templates with multi-step
logic

Post-retrieval Direct concatenation into
prompt

Three-step instantiation into
executable reasoning paths

Usage Pattern Supplementary context for
generation

Guides multi-agent reason-
ing as analytical workflows

Specifically, as instruction #3 in the distillation prompt (Figure 6) mandates, the LLM simulates
the reasoning process using the extracted thoughts. If the LLM cannot reproduce the vulnerability
finding by following the extracted reasoning steps, it re-extracts the thoughts iteratively until
successful reproduction is achieved. This self-verification loop ensures that each thought template
preserves sufficient detail to guide vulnerability discovery.
The distillation process yielded 1,247 thought templates, of which 81% passed self-verification

without re-extraction. A manual spot-check of 100 randomly sampled templates achieved a 92%
accuracy rate. We categorized contracts into seven types (Lending, DEXs, Yield, Cross-chain, Token,
Governance, and Others) to narrow the retrieval scope.
BoVRT versus RAG We define a thought template as a structured tuple (𝑐𝑜𝑛𝑡𝑟𝑎𝑐𝑡_𝑡𝑦𝑝𝑒,

𝑑𝑖𝑟𝑒𝑐𝑡_𝑞𝑢𝑒𝑠𝑡𝑖𝑜𝑛, 𝑟𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔_𝑠𝑡𝑒𝑝𝑠, 𝑠𝑡𝑎𝑡𝑒_𝑣𝑎𝑟𝑖𝑎𝑏𝑙𝑒𝑠, 𝑓 𝑢𝑛𝑐𝑡𝑖𝑜𝑛_𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑠). Unlike RAG, which re-
trieves raw documents and concatenates them, BoVRT retrieves distilled reasoning templates and
performs a three-step instantiation to produce executable reasoning paths tailored to the target
codebase (Table 2). Disabling BoVRT (Synapse𝑏 ) reduces recall from 0.719 to 0.462 (Table 5).
Pipeline of BoVRT. Figure 5 illustrates the BoVRT pipeline, and Algorithm 1 formalizes the

procedure. We employ CodeBERT [24] embeddings stored in a Chroma vector database. The
Reasoner agent retrieves the top-𝑘 (𝑘=10) thought templates via cosine similarity, filtered by the
target contract type. The instantiation process encompasses three steps:

(1) Concrete Function Filling. The Reasoner agent employs semantic search to map abstract
function references to actual implementations in the target contract.

(2) Concrete State Variable Extraction. Using 𝑓𝑣 of the focal context, the agent grounds abstract
variable references to specific storage slots.

(3) Business Flow Adaptation. The agent leverages Code Insight to incorporate simplified key
business flows into the reasoning steps.
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Algorithm 1: Thoughts Retrieval and Instantiation
Input: Target contract𝐶 , code context𝐶𝐶 , thought buffer ℬ
Output: Instantiated thoughts 𝒯𝑖𝑛𝑠𝑡

1 𝑡𝑦𝑝𝑒 ← ClassifyContractType(𝐶𝐶) ;
2 𝑞𝑢𝑒𝑟𝑦 ← GenerateQuery(𝑡𝑦𝑝𝑒, Summary(𝐶𝐶)) ;
3 𝒯𝑟𝑎𝑤 ← RetrieveTopK(ℬ, 𝑞𝑢𝑒𝑟𝑦, 𝑘=10) ;
4 𝒯𝑖𝑛𝑠𝑡 ← ∅;
5 foreach 𝑡 ∈ 𝒯𝑟𝑎𝑤 do

6 𝑡𝑓 𝑢𝑛𝑐 ← ConcreteFunctionFilling(𝑡,𝐶) ;
7 𝑡𝑣𝑎𝑟 ← StateVariableExtraction(𝑡𝑓 𝑢𝑛𝑐 , 𝑓𝑣 ) ;
8 𝑡𝑓 𝑙𝑜𝑤 ← BusinessFlowAdaptation(𝑡𝑣𝑎𝑟 ,𝐶𝐶) ;
9 𝒯𝑖𝑛𝑠𝑡 ← 𝒯𝑖𝑛𝑠𝑡 ∪ {𝑡𝑓 𝑙𝑜𝑤 };

10 end

11 return 𝒯𝑖𝑛𝑠𝑡 ;

4.3.2 Vulnerability Thinking. The Developer agent generates Code Insight, and the Reasoner agent
produces instantiated thoughts through the three-step process described in Section 4.3.1. Two
Researcher agents then identify vulnerabilities based on these instantiated thoughts.
We noticed that depending on a single model restricts its effectiveness and prevents it from

capitalizing on the strengths of other models to address its weaknesses. Therefore, as shown in
Figure 2, we use two specialized models to leverage their complementary strengths. The code
model excels at code analysis, while the reasoning model performs better in logical tasks, such as
mathematical evaluation. Through collaboration, each Researcher agent benefits from the other’s
findings and critiques the other’s work. Initially, both Researcher𝐴 (code model) and Researcher𝐵

(reasoning model) receive instantiated thoughts and use semantic tools to find potential vulnerabili-
ties. Subsequently, each agent reviews the other’s findings, offers criticism, and conducts another
round of analysis based on this criticism.

During the thinking process, Researcher agents use semantic tools (Section 4.2) to mimic human
researchers. Each instantiated thought contains a direct question as the entry point. If the answer is
unsatisfactory, the agent omits this vulnerability type. Otherwise, agents follow the reasoning steps
and generate proofs-of-thoughts, i.e., step-by-step verification evidence grounded in the actual code.

4.3.3 Vulnerability Verification. The six verification criteria were derived from hallucination pat-
terns observed during preliminary experiments. The Verifier agent must answer Yes/No to each
item; a vulnerability is included in the final report only if all answers are Yes.
(1) Is each proof-of-thoughts factually accurate and non-contradictory? [factuality]
(2) Does each proof-of-thoughts logically connect to the final decision? [factuality]
(3) Are vulnerabilities based on malicious miner/block builder behavior excluded? [false positive]
(4) Does each proof-of-thoughts directly relate to the identified vulnerability? [faithfulness]
(5) Does each proof-of-thoughts avoid assumptions beyond the provided information? [faithfulness]
(6) Is all analysis strictly limited to the given code, without external assumptions? [faithfulness]

4.4 Implementation

We implemented Synapse in approximately 4,600 lines of Python code. Key implementation details
are highlighted below.

4.4.1 Codebase Preprocessor. As described in Section 4.1, we use ANTLR [53] to parse smart
contract code and generate the initial abstract syntax tree (AST). We refine the AST by resolving
types and dependencies to produce 𝐴𝑆𝑇𝑟𝑒 𝑓 𝑖𝑛𝑒𝑑 and extract function information. For long-term
memory generation, we utilize the CodeBERT [24] model to embed function information into a
vector database using Chroma [10], along with the metadata. Rather than using online embedding
models like text-embedding-3, we employ a local embedding model to eliminate API call costs and
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Table 3. Datasets for evaluation. Vulnerabilities are categorized by primary type; some may involve multiple

issues. Num indicates the number of vulnerabilities per dataset. Abbreviations: AC (AccessControl), PM (Price

Manipulation), CE (Calculation Error), RE (Reentrancy), LF (Logic Flaw).

Dataset

Vulnerability Types

Num

AC PM CE RE LF

Incidents 61 163 8 3 14 249
DeFiHacks 3 8 1 - 5 17
Top-100 - - - - - 100

enhance embedding efficiency. This approach enables the preprocessor to efficiently handle most
smart contract projects while maintaining high performance during vulnerability detection.

4.4.2 Vulnerability Detector. We implement the multi-agent architecture and tool-calling adapta-
tion using the LangChain framework [34]. For the reasoning model, we employ DeepSeek-R1-Distill-
Qwen-32B [18], which augments the foundational Qwen2.5-32B model [54] through distillation
techniques derived from the DeepSeek R1 model series. For the code model, we utilize DeepSeek-V3
[19], which has demonstrated superior performance [37] in code-related tasks.
We set the Temperature parameter to 0 for the code model to minimize randomness in the

analysis. For all other parameters across all models, we maintain their default values.

5 Evaluation

Datasets. To comprehensively measure detection capabilities, we collected three datasets from
real-world contracts, as summarized in Table 3.

First, we collected real-world on-chain attack incidents identified through continuous monitoring
by security teams including BlockSecTeam [4], TenArmor [71], and Decurity [17]. These incidents
are representative, involving high-severity vulnerabilities that caused significant financial losses.We
excluded incidents related to rug pulls [66] or closed-source projects, resulting in 249 incidents. We
extracted core vulnerable functions from these incidents as input for the Incidents dataset. Second, we
collected the DeFiHacks dataset, comprising 17 real-world vulnerabilities with documented security
incidents causing financial losses exceeding $100,000 per incident. Ground-truth vulnerabilities in
these datasets were verified through post-mortem reports and alerts by established security firms,
with community validation. Notably, each project in these datasets comprises multiple contract
files (an average of 7 units in Incidents and 5 in DeFiHacks). The majority of vulnerabilities are
multi-base unit (MBU) vulnerabilities [56] that span multiple contracts or code units: 187 out of
249 (75.1%) in Incidents and 83% in DeFiHacks. These cross-contract vulnerabilities require holistic
reasoning across multiple code units, a capability that Synapse’s focal context and semantic search
are specifically designed to provide. Finally, we selected the top 100 smart contracts with the highest
transaction volumes on Ethereum as the Top-100 dataset. These contracts have been widely used
and battle-tested in production environments over extended periods, making them representative
specimens of secure and reliable smart contracts.

Experiments Setup. We used the official OpenAI API [52] to interface with proprietary GPT-series
models and the SiliconFlow platform [62] for DeepSeek-series model access. All experiments were
on a server running Ubuntu 22.04 with an Intel Core i9-13900K processor and 128GB DRAM. Each
LLM experiment was repeated 10 times to mitigate randomness.

Baselines. We used a diverse set of state-of-the-art smart contract vulnerability detection tools
as baselines, representing different technical approaches: static analyzers (Slither [23] v0.10.4),
fuzzers (Ityfuzz [61] commit e0fa1ab), symbolic execution-based tools (Mythril [12] v0.24.8), and
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Table 4. Comparison results of Synapse with state-of-the-art tools.

Incidents DeFiHacks Top-100

Recall Precision F1 Recall Precision F1 FPR

Slither 0.410 0.099 0.160 0.412 0.184 0.255 0.420
Ityfuzz 0.225±0.033 0.629±0.051 0.331±0.038 0.176±0.028 0.429±0.046 0.250±0.032 0.020±0.008
Mythril 0.421±0.019 0.200±0.024 0.269±0.018 0.294±0.022 0.192±0.018 0.232±0.016 0.260±0.021
GPTScan 0.108±0.018 0.458±0.032 0.175±0.021 0.235±0.039 0.333±0.042 0.276±0.035 0.090±0.012
Synapse 0.719±0.025 0.743±0.021 0.731±0.019 0.765±0.041 0.542±0.045 0.634±0.036 0.070±0.015

All values represent arithmetic means over 10 independent runs. ± denotes standard deviation. Slither is deterministic and
produces identical results across runs.

machine learning-based tools (GPTScan [68] commit e2d8162). Mythril and Ityfuzz ran with a
2-hour timeout, repeated 10 times to mitigate randomness.

Metrics. We used these metrics for performance evaluation: TP (true positives), FP (false
positives), FN (false negatives), TN (true negatives), Recall 𝑅 = 𝑇𝑃/(𝑇𝑃 + 𝐹𝑁 ), Precision
𝑃 = 𝑇𝑃/(𝑇𝑃 + 𝐹𝑃), F1 = 2 × 𝑃 × 𝑅/(𝑃 + 𝑅), and FPR = 𝐹𝑃/(𝐹𝑃 +𝑇𝑁 ).

Research Questions. We conducted extensive experiments and analysis to answer the fol-
lowing research questions (RQs) concerning Synapse’s effectiveness in detecting smart contract
vulnerabilities.

Comparing state-of-the-art tools’ vulnerability detection capabilities with our approach demon-
strates Synapse’s effectiveness. This comparison will highlight Synapse’s strengths in identifying
complex vulnerabilities missed by traditional static analyzers and fuzzers.

RQ1: How effective is Synapse at detecting vulnerabilities compared to state-of-the-art tools?

Since we address several key challenges in vulnerability detection with our proposed components,
we investigate:

RQ2: To what extent does each key component of Synapse improve detection accuracy and
capability?

Synapse’s practical performance (detection accuracy and financial costs) in real-world vulnera-
bility detection further demonstrates our approach’s effectiveness, leading to:

RQ3: How does Synapse perform in real-world vulnerability detection scenarios regarding
accuracy and cost-effectiveness?

5.1 Comparative Evaluation with State-of-the-Art Tools (RQ1)

We applied Synapse to our datasets and compared results with state-of-the-art tools (baselines).
Table 4 presents the comparative results. Synapse demonstrates superior performance over baseline
tools, achieving a recall of 0.719. Our analysis reveals that traditional tools effectively detect
machine-auditable bugs but exhibit significant limitations with machine-unauditable bugs. Symbolic
execution tools like Mythril and fuzzing-based approaches such as Ityfuzz fail to identify most
logic flaws due to their lack of semantic understanding of the code and reliance on predefined
vulnerability detection patterns. GPTScan, while supporting 10 specific vulnerability sub-types,
requires compilation and extensive manual configuration of static analysis rules, making it unable
to analyze contracts with compilation failures and limiting detection to predefined patterns.
In contrast, Synapse leverages comprehensive vulnerability reasoning buffer extracted from

expert auditing processes and security reports, resulting in a 6.7× improvement against GPTScan
in recall when applied to real-world security incidents.
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Table 5. Comparative analysis of Synapse variants and zero-shot LLM performance metrics.

Model TP FP FN TN Recall Precision F1

Synapse𝑏 137 89 159 64 0.462 0.606 0.525
Synapse𝑓 151 169 135 51 0.528 0.472 0.498
Synapse𝑡 116 148 150 75 0.436 0.439 0.437
𝐿𝐿𝑀𝑟1 72 135 194 49 0.271 0.348 0.305
𝐿𝐿𝑀𝑜3 63 193 203 55 0.237 0.246 0.241
𝐿𝐿𝑀𝑐𝑙𝑎𝑢𝑑𝑒 79 163 187 45 0.297 0.326 0.311
Synapse 192 73 74 79 0.725 0.725 0.723

All values represent arithmetic means over 10 independent runs.

Table 6. Time/cost analysis and LLM sensitivity on the Incidents dataset. R = reasoning model; C = code model.

Dataset KLoC

Time (s) Cost ($)

/KLoC Total /KLoC Total

Incidents 79.8 38.9 3100 0.044 3.5
DeFiHacks 19.1 62.7 1200 0.057 1.1

Average 49.5 50.8 2150 0.051 2.3

(a) Time and cost analysis

R-Model C-Model Rec. Prec. F1

R1-Distill-32B DeepSeek-V3 0.719 0.743 0.731

DeepSeek-R1 DeepSeek-V3 0.724 0.738 0.731

o3-mini DeepSeek-V3 0.701 0.725 0.713
Claude Sonnet DeepSeek-V3 0.683 0.714 0.698
R1-Distill-32B GPT-4o 0.708 0.731 0.719
R1-Distill-32B Claude Sonnet 0.695 0.722 0.708
R1-Distill-32B Qwen2.5-32B 0.689 0.715 0.702

(b) LLM sensitivity

For the benign dataset Top-100, Synapse achieves a false positive rate of 7%, which is acceptable
for real-world vulnerability detection scenarios. These false positives primarily stem from LLM
hallucinations that occur when the model fails to follow the prompt and produces unreliable results.
We further conducted statistical significance testing to validate our results. We employed the

Wilcoxon signed-rank test to compare Synapse against each baseline across the 10 independent
runs on the Incidents dataset. The results demonstrate statistically significant improvements over all
baselines (𝑝 < 0.05). Additionally, we computed Cliff’s delta effect size, which indicates large effect
sizes (|𝑑 | = 1.0) for all pairwise comparisons. These results confirm that the observed performance
differences are not attributable to random variation.

Answer to RQ1: Synapse demonstrates superior detection capabilities, identifying more
than 71.9% of vulnerabilities in real-world datasets. Synapse’s recall is a 3× improvement
over state-of-the-art LLM-driven tools and 2× over traditional tools on average. In summary,
Synapse effectively identifies logic flaws undetected by existing state-of-the-art works.

5.2 Effectiveness of Key Components in Synapse (RQ2)

We analyzed the effectiveness of key components (Buffer of Vulnerability Reasoning Thoughts,
Focal Context, Semantic Tool Layers) in Synapse via ablation study. We created Synapse variants
by disabling BoVRT (Synapse𝑏 ), replacing focal context with fixed 𝑓𝑓 level context (Synapse𝑓 ), and
disabling the semantic tools layer (Synapse𝑡 ). We further evaluated Synapse against state-of-the-art
LLMs using zero-shot prompting: DeepSeek-R1 [28] (𝐿𝐿𝑀𝑟1), Claude-4.0-Sonnet [1] (𝐿𝐿𝑀𝑐𝑙𝑎𝑢𝑑𝑒 )
and o3-mini [51] (𝐿𝐿𝑀𝑜3).
Table 5 shows each component’s significant contribution in Synapse. Disabling BoVRT

(Synapse𝑏 ) dropped recall from 0.719 to 0.462, indicating the crucial role of vulnerability rea-
soning thoughts. Replacing focal context with fixed-level context (Synapse𝑓 ) reduced recall to
0.528, highlighting adaptive context selection’s importance. Disabling the semantic tools layer
(Synapse𝑡 ) made short-term context significantly large and inefficiently utilized vulnerability
reasoning knowledge, resulting in 0.436 recall.
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Table 7. Focal context granularity and Verifier effectiveness on the Incidents dataset.

Granularity Rec. Prec. F1

𝑓𝑓 only 0.578 0.472 0.520
𝑓𝑓 +𝑓𝑚 0.621 0.538 0.577
𝑓𝑓 +𝑓𝑚+𝑓𝑖 0.674 0.651 0.662
𝑓𝑓 +𝑓𝑚+𝑓𝑖+𝑓𝑣 0.697 0.706 0.701
Agent-selected 0.719 0.743 0.731

(a) Focal context granularity

Metric Result

TP correctly passed 95.2%
FP correctly filtered 91.9%

TP incorrectly rejected 4.8%

Recall w/o Verifier 0.755
Prec. w/o Verifier 0.612
Recall w/ Verifier 0.719

Prec. w/ Verifier 0.743

(b) Verifier effectiveness

Moreover, comparative assessments with zero-shot LLMs demonstrate that even advanced
models such as DeepSeek-R1 and Claude-4.0-Sonnet attain significantly inferior F1 scores (below
0.297) in contrast to Synapse. Our analysis elucidates that although these models are capable
of independently producing elaborate Chains-of-Thought (CoT), their comprehension of smart
contract vulnerabilities remains deficient. Furthermore, the single-pass inference methodology
employed by LLMs is susceptible to factuality and faithfulness hallucinations [29], leading to
erroneous detections.
Regarding data contamination, less than 3.9% of evaluation functions overlap with the BoVRT

corpus at the function level. Moreover, the Incidents dataset comprises vulnerabilities discovered in
2024, with the majority postdating the training data cutoff of our backend LLMs. The poor zero-shot
recall of these LLMs (below 0.297) further suggests limited pre-existing knowledge of evaluation
contracts. The LLM sensitivity analysis (Section 5.2.1) corroborates this, as Synapse maintains
consistent performance across models with different training cutoff dates.

Our components mitigate LLMs’ domain knowledge limitations and critical code identification
challenges, yielding a 2.5× recall improvement.

5.2.1 LLM Sensitivity Analysis. Table 6 presents Synapse’s performance across different reasoning
and code model combinations on the Incidents dataset. Synapse maintains stable performance
across all combinations, with recall ranging from 0.683 to 0.724. Notably, varying the reasoning
model produces larger performance differences (recall from 0.683 to 0.724) than varying the code
model (from 0.689 to 0.719), suggesting reasoning capability matters more. The default configuration
(DeepSeek-R1-Distill-32B + DeepSeek-V3) achieves a favorable cost-performance balance, as the
full DeepSeek-R1 model yields only marginal improvement at substantially higher cost.

5.2.2 Focal Context Granularity Analysis. Table 7(a) compares fixed granularity configurations
against Synapse’s agent-selected adaptive approach. Performance improves progressively with
additional context levels, with the largest gain from adding internal calls (𝑓𝑖 ), which improves F1
by 0.085. The agent-selected approach outperforms even the full fixed configuration by 0.030 in F1,
indicating that adaptive granularity selection effectively balances context richness against noise.

5.2.3 Verifier Agent Effectiveness. Table 7(b) presents the Verifier agent’s effectiveness. The Verifier
correctly filters 57 false positives while incorrectly rejecting only 9 true positives (4.8% false
rejection rate). Without the Verifier, precision drops from 0.743 to 0.612, confirming its critical role
in maintaining detection reliability.

Answer to RQ2: Our proposed components (BoVRT, Focal Context, Semantic Tools) effec-
tively address LLMs’ inherent limitations, yielding a 2.5× recall improvement. The framework
demonstrates stable performance across different LLM combinations, and the adaptive focal
context and Verifier agent each contribute meaningfully to detection capability.
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Table 8. Statistics of vulnerabilities detected by Synapse in contracts on BSC (Feb-Mar 2025).

Vulnerability Type Severity Number Baseline

Access Control High 56 5
Price Manipulation High 6 ✗
Invariants Violation High 2 ✗
LP Token Burn High 2 ✗
Initialization High 48 3
Authorization Failure High 2 ✗
Privilege Escalation High 1 ✗

Total 117 8

1 function _airdrop(address from, address to, uint256 tAmount) private {
2 uint256 num = _airdropLen;
3 uint256 seed = (uint160(lastAirdropAddress) | block.number) ^ (uint160(from) ^ uint160(to));
4 uint256 airdropAmount = _airdropAmount;
5 address airdropAddress;
6 for (uint256 i; i < num;) {
7 airdropAddress = address(uint160(seed | tAmount)); // vulnerable: predictable seed, manipulable

address
8 _balances[airdropAddress] = airdropAmount;
9 emit Transfer(airdropAddress, airdropAddress, airdropAmount);
10 unchecked{
11 ++i;
12 seed = seed >> 1;
13 }
14 }
15 lastAirdropAddress = airdropAddress;
16 }

Fig. 7. Arbitrary balance manipulation vulnerability: predictable seed in airdrop function (internally called by

transfer) allows LP balance manipulation.

1 #[storage(read)]
2 fn is_borrow_collateralized(account: Identity) -> bool {
3 // ... code omitted for brevity
4 while index < len {
5 // ... code omitted for brevity
6 let price = get_price_internal(collateral_configuration.price_feed_id);
7 // missing price.confidence check
8 let price = u256::from(price.price);
9 let amount = balance * price / price_scale;
10 borrow_limit += amount * collateral_configuration.borrow_collateral_factor * base_scale /

FACTOR_SCALE_18 / collateral_scale;
11 index += 1;
12 }
13 }

Fig. 8. Price oracle validation vulnerability in a Sway-based lending protocol. The function fails to validate

the confidence level of the price feed, allowing attackers to potentially manipulate collateral values during

periods of high price volatility.

5.3 Real-world Performance (RQ3)

We evaluated detection time and financial cost for Incidents and DeFiHacks datasets. Table 6 shows
time and financial costs for evaluating these datasets across model variants. Financial cost was
calculated by API usage credit differences before and after evaluation.
Average processing time per thousand lines of code (KLoC) across datasets was 50.8 seconds,

with a corresponding $0.051/KLoC financial cost. For entire datasets, detection took approximately
2,150 seconds (35.8 minutes) and $2.3 in API costs. The Incidents dataset had lower processing
time per KLoC (38.9s) than DeFiHacks (62.7s), attributable to our preprocessor excluding standard
implementations, meaning fewer functions needed Synapse analysis in the Incidents dataset.
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To assess the real-world efficacy of Synapse, we conducted an in-depth analysis of smart contracts
deployed on the Binance Smart Chain (BSC) between February and March 2025. We gathered
contracts by indexing contract creation transactions from block 46262222 to 47961273. We refined
this dataset by implementing transaction activity filters, requiring at least one transaction to the
contract address, and applying heuristic rules to exclude proxy and other irrelevant implementations.
This process resulted in a curated set of 25,000 contracts for vulnerability detection. Notably, we
employed Heimdall [2] to decompile closed-source contracts, enabling Synapse to analyze them
through its adaptable AST parsing in the preprocessor. Detection outcomes were manually verified
for accuracy. The results are presented in Table 8. Upon re-evaluating the identified vulnerable
contracts with baseline tools, only 8 out of 117 vulnerabilities were detected. As shown in Table 8,
the majority of identified vulnerabilities pertain to access control and contract initialization issues.
Figure 7 presents a critical vulnerability. The private function _airdrop, invoked internally

by transfer, relies on tAmount derived from the transfer amount. Due to a predictable seed, an
attacker can craft a specific token transfer amount to manipulate airdropAddress to match the
liquidity provider’s (LP) address. As a result, upon invoking transfer, the attacker can overwrite
the LP’s token balance to a minimal airdrop amount, thereby distorting the LP’s token price.

Case Study: Critical Vulnerability Affecting $30 Million in Assets. To explore Synapse’s capability
beyond Solidity, we analyzed Sway contracts on the Fuel blockchain. As shown in Figure 8, Synapse
identified a critical price oracle validation vulnerability in a Sway-based lending protocol with total
value locked (TVL) exceeding $30 million. While get_price_internal checks the Pyth price
feed confidence, this validation is not incorporated into collateral calculations, which use raw prices
without accounting for uncertainty. According to the Pyth oracle documentation, conservative
collateral pricing should employ price - confidence to protect against price volatility. Synapse
detected this vulnerability through a targeted thought template for price oracle manipulation, which
guided the Researcher agents to examine the price feed consumption path and verify whether
confidence intervals were properly incorporated. Following responsible disclosure, the development
team acknowledged and patched the vulnerability.

Answer to RQ3: Synapse is highly cost-efficient, requiring less than $5 for vulnerability de-
tection across our datasets, with per-KLoC cost less than $0.05. This is a substantial economic
advantage over human security audits (typically starting at $1,000 for basic projects). Addi-
tionally, Synapse identified 117 previously undiscovered vulnerabilities missed by baseline
tools, highlighting its superior detection.

Responsible Disclosure. We initiated responsible disclosure for the 117 identified vulnerabilities.
For contracts with identifiable teams or bug bounty programs, we submitted reports through appro-
priate channels. All acknowledged vulnerabilities have been patched by the respective development
teams as of the submission date.

5.4 Error Analysis

We systematically analyzed false positives and false negatives on the Incidents dataset. Table 9
presents the distribution. False positives stem from four causes: (1) factuality hallucinations, where
the LLM generates claims contradicting the code; (2) faithfulness hallucinations, where the LLM
introduces assumptions beyond the provided context; (3) insufficient context, where the focal context
excludes code critical to the assessment; and (4) template mismatch, where the retrieved thought
does not match the contract’s semantics. False negatives arise from: (1) no matching template in
the BoVRT corpus; (2) semantic search failure for functions with non-descriptive names; (3) focal
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Table 9. Distribution of error causes on the Incidents dataset (62 FPs, 70 FNs).

FP Cause #

Factuality Halluc. 24 (38.7%)
Faithfulness Halluc. 17 (27.4%)
Insufficient Context 13 (21.0%)
Template Mismatch 8 (12.9%)

(a) False positives

FN Cause #

No Matching Template 28 (40.0%)
Semantic Search Fail. 18 (25.7%)
Focal Context Excl. 15 (21.4%)
Verifier Rejection 9 (12.9%)

(b) False negatives

context exclusion of modified standard library functions; and (4) incorrect Verifier rejection due to
minor imprecisions in proof-of-thoughts.

We illustrate the two most prevalent error categories with representative examples.
False positive example (factuality hallucination): In a lending protocol, Synapse reported

that the liquidate function lacked a health factor check before seizing collateral. However, the
health factor validation was present in an internal function _validateLiquidation invoked by
liquidate. The LLM incorrectly asserted the absence of this check despite having the function
body in its focal context, generating a factually inaccurate claim.
False negative example (no matching template): A yield aggregator contract contained a

vulnerability where the harvest function did not verify the legitimacy of the yield source, allowing
an attacker to inject a malicious strategy contract. This vulnerability pattern (strategy injection via
unvalidated yield sources) was not represented in the BoVRT corpus, as no similar exploit existed
in the collected audit reports. Consequently, no relevant thought template was retrieved, and the
Researcher agents did not examine this attack vector.

6 Discussion

In this section, we discuss the current limitations of Synapse.

Limitations Due to the Backend LLMs. The performance of Synapse is closely tied to the capabil-
ities of the backend LLMs. Fine-tuning or setting up local LLMs requires significant computing
resources and is costly, making it infeasible for smaller teams. For example, fine-tuning the GPT-4o
model on our collected audit reports costs at least $500 for ten rounds of batches. Consequently,
we utilize API-based inference for LLMs, which costs less than $0.1 per thousand lines of code. Our
current model selection balances capabilities and cost across various models (e.g., Claude-series,
Gemini, GPT-series, DeepSeek-series, DouBao-series, Qwen-series). Additionally, despite our efforts
to mitigate hallucinations in LLMs through focal context and the buffer of thoughts, these issues
may still occur. Factuality and faithfulness hallucinations [29] remain an inherent challenge in
current LLM technology, potentially leading to inaccurate results during vulnerability reasoning.
As LLM technology rapidly evolves, we plan to explore both newer models with improved reason-
ing capabilities and cost-effective local LLM inference options in future work to further improve
detection accuracy.

Limitations in the Vulnerability Detection Types. Although Synapse outperforms state-of-the-art
vulnerability detection tools in detecting logic flaws, which constitute more than 80% of exploitable
bugs, it is not specifically designed for detecting Machine-Auditable Bugs (MABs). The vulnerability
reasoning approach Synapse leverages is distilled from audit reports that primarily focus on logic
flaws. Hence, these reasoning thoughts are not designed for detecting MABs. Traditional static
analysis tools are more suitable for detecting MABs as they produce results within seconds and
are more cost-effective for large-scale analysis. We aim to shed light on the potential of enhancing
LLMs in detecting logic flaws which are exploitable in real-world scenarios.
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7 Related Work

Traditional Analysis Tools. Traditional approaches for smart contract vulnerability detection en-
compass static analysis [7, 36, 72, 85], where tools such as Slither [23], Ethainter [6], and Securify [75]
detect vulnerabilities under predefined rules without execution; symbolic execution [32], where
Mythril [12] and Manticore [43] explore execution paths with symbolic values; and fuzzing [9, 31],
where Ityfuzz [61], Confuzzius [73], and sfuzz [48] identify vulnerabilities through dynamic oracle
violation detection. SmartOracle [65] generates invariants from transaction history but is inherently
limited for newly deployed contracts lacking historical data. Sejfia et al. [56] highlighted that multi-
base unit (MBU) vulnerabilities, which span multiple contracts or code units, expose significant
limitations in existing detection tools that analyze contracts in isolation. While these approaches
produce reliable results for machine-auditable vulnerabilities, Zhang et al. [89] indicates that more
than 80% of exploitable bugs are logic flaws that these tools fail to detect. Unlike the above works,
Synapse leverages focal context and cross-contract semantic search to reason across multiple code units,

addressing both MBU vulnerabilities and machine-unauditable logic flaws.

LLM-based Analysis Tools. Large language models (LLMs) have demonstrated significant efficacy
in various code analysis tasks. Recent research [67, 87] has systematically investigated the capabili-
ties of general-purpose LLMs in smart contract vulnerability detection. GPTScan [68] implements
a binary classification approach where LLMs determine the presence of predefined vulnerabilities.
Ma et al. [40] proposed a hybrid methodology that integrates fine-tuned models with agents to
provide justified smart contract audits. SmartInv [77] employs Tree of Thoughts (ToT) prompting
to analyze multiple smart contract modalities and generate invariants. While these invariants can
highlight potential vulnerabilities, SmartInv itself does not perform direct vulnerability detection.
Chen et al. [8] conducted an evaluation comparing GPT models against traditional security tools,
revealing varied effectiveness among different vulnerability types in smart contracts.

Researchers have also explored open-source models for smart contract security. LLM4Fuzz [60]
employs Llama [74] to guide contract fuzzers toward high-value code regions, VulCoBERT [81]
leverages fine-tuned CodeBERT representations for vulnerability detection, and Deng et al. [21]
demonstrated LLMs as effective edge-case generators for fuzzing deep learning libraries. However,
these approaches suffer from limited context, inadequate tooling, and manual rule definition.
Unlike previous approaches that rely on fine-tuned models [81], predefined vulnerability patterns, or

historical transaction data, Synapse addresses these limitations through its combination of semantic

tools, adaptive focal context, and buffer of vulnerability reasoning thoughts.

8 Conclusion

In this paper, we present Synapse, an advanced smart contract detection framework leveraging
thought-augmented LLM and fine-grained analysis. We utilize focal context during LLM analysis
to improve reasoning accuracy under limited context windows. To mimic security researchers’
behavior, we design semantic tools for multi-agents during their reasoning-acting process. To
address limited vulnerability knowledge, we propose a buffer of vulnerability reasoning thoughts to
enhance detection capabilities. Synapse outperforms state-of-the-art vulnerability detection tools
in detecting logic flaws in terms of recall under real-world datasets. Furthermore, Synapse has
identified 117 newly discovered vulnerabilities in on-chain smart contracts. Notably, the detection
of one critical vulnerability safeguarded assets totaling $30 million from potential losses.
Data Availability

We publish the source code of Synapse at https://zenodo.org/records/17127186.
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