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Figure 8: The perception of under/oversteer due to the injected
messages that change steering angle, throttle, and brake. In the initial
state, the J,, are (a) (b) and (c) are 8°, 95° and 20°, the vehicle speed
of (a) (b) and (c) are 60, 80 and 80 km/h, and road friction coefficient
is 0.5. The red boxes indicate severe abnormal under/oversteer.

after 0.6, indicating that the vehicle is in an unstable state
(annotated by the black boxes), and then rollover occurs after
5.0s, 1.7s, 0.8s, and 0.7s in these four scenarios, respectively.
Hence, we set the default threshold of LT R to 0.6 consider-
ing both the unnecessary warnings and reaction time. SAID
also allows users to set customized thresholds for their own
vehicles. This default threshold (i.e., 0.6) is also used by the
existing vehicle safety studies [36, 56].

6.1.2 Steering-based Anomaly Detection: In this experi-
ment, we evaluate if SAID can detect abnormal steering mo-
tions before severe anomalies occur (e.g., under/oversteer).
As shown in Fig. 8(a), there are diagnostic messages injected
to change 8 to 0.13 rad (3,, = 150°) from 3s. Thus, it will
let the vehicle enter a severe under/oversteer state, if we con-
sider the states that the ratio of the actual steering angle & and
the neutral steering angel 8,1« iS greater than a threshold
(i.e., 8/8peurrar > 1.2) as anomalies. Similarly, if we inject
messages to change the brake pressure and throttle position,
the vehicle also enters severe abnormal steering states, which
are shown in Fig. 8(b) and Fig. 8(c), respectively. From state
estimation results shown in Fig. 8, we can see that SAID
can detect the abnormal under/oversteer states before severe
anomalies occur by leveraging the SD model in §4.2.

To evaluate the impacts of various thresholds on the detec-
tion of abnormal steering states, we simulate the over/under-
steering motions under different settings (i.e., steering angle
and speed). More precisely, in this test, we evaluate the actual
values of the turn radius (r) and 8/8,ere; When the vehi-
cle moves under constant steering angles and speeds. Note
that the theoretical turn radius for setting steering angles,
8 =1.67°,5° and 7°, are 100 m, 33.3 m, and 23.8 m, respec-
tively, and the actual results are shown in Table 2. Note that,

(c) Brake (Increase)

(d) Brake (Decrease)
Figure 7: The perception of rollover due to the injected messages of changing steering angle, throttle, and brake, as well as the simulated four
rollover scenarios. The red circles (i.e., LTR = 1) in the left four figures indicate the tires of one slide are off the ground. In initial state: (a)
3y, = 0°, in (b-d) 8,, = 55°. The black boxes (right figure) indicate the periods of unstable vehicle states.

(e) Threshold Sensitivity

Table 2: The actual turn radius of a vehicle when it turns under
various constant steering angle r and speed settings. Turning radius
r of various threshold setting for the yaw model, 8 = 1.67°, 5°, and
7°, the theoretical turn radius are 100.0 m, 33.3 m, and 23.8 m,
respectively. ‘Na’ indicates the vehicle is already in an unstable state
and cannot turn in a constant radius.

Steering anglc‘Spced (km/h)‘ 100 200 300 400 500 70.0 100.0 >110.0

r(m) | 1033 1055 1104 1183 1273 1465 1646 Na
/Sweura | 10 LI LI 12 13 15 16 Na

1.67° ‘

50 \ r (m) | 344 354 370 388 395 Na Na Na
[ 8/Bwwra | 10 LI L1 12 12 Na Na Na
70 \ r (m) | 246 254 263 269 Na Na Na Na
[ ®/8uwura | 1.0 1T 11T 12 Na Na Na Na

at low vehicle speed and a small steering angle, e.g., below
10km/h and 1.67°, the vehicle has a small slide slip, close to
neutral steering, and hence 8/8,,¢,srq; is close to 1. Conversely,
if 8/8peurrar 18 greater than a threshold, side slip happens. The
simulation results shown in Table 2 indicate that the vehicle
enters into an unstable state easily when 8/8,.,/q/ 1S greater
than 1.2, and thus we set the threshold of 8/8,¢ysrqr to 1.2
for the SD model by default. Due to the vehicle diversity and
customized requirements, such as different types of vehicles
or different operation conditions, the users can set a proper
threshold when deploying SAID.

6.1.3 Accelerating/braking-based Anomaly Detection:
We first demonstrate the impacts of threshold settings on
abnormal detection performance. Since abnormal accelerat-
ing/braking motions can cause severe anomalies, we evaluate
whether SAID can detect them by leveraging the BD models
(cf. §4.3). Particularly, we simulate the side tire slips due to
various injected messages related to throttle, brake pedal, and
steering wheel angle.

We demonstrate the impacts of threshold settings of BD on
the defense performances with various brake distance tests.
The brake distance test is a simple but representative test to
evaluate braking stability. In this experiment, we simulated
the brake distances required under different road friction co-
efficients u and slip ratio ¢ threshold settings (i.e., 0.05, 0.1,
0.2,0.3,0.5, 0.7, and 1.0) when the abnormal messages are
injected to maximum brake force. The results are summarized
in Table 3. Note that, when the slip ratio is 1.0, the tire is
locked. From the simulation results, we can find, for every u
setting, the required brake distance first decreases with the ¢
threshold setting and then increases with it. The results also
demonstrate that the shortest brake distance is required when
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Table 3: The brake distances (m) of various parameters settings
(i.e., the road friction coefficients y and the thresholds of ) for the
accelerating/braking model.

Deceleration ‘ Thresholds
(km/h) H \ =005 6=0.1 6=02 06=03 06=0.5 6=0.7 Brakelock
0.9 99.3 76.6 404 423 46.8 48.1 52.8
100-0 0.6 110.2 89.5 61.8 70.2 722 73.9 77.8
0.3 156.3 142.7 141.8 146.8 150.0 151.0 151.8
0.9 62.7 522 26.1 27.1 30.0 30.8 32.8
80-0 0.6 68.2 59.6 40.5 45.1 46.5 47.6 49.1
0.3 99.0 93.9 92.2 94.9 97.0 97.6 97.6
0.9 35.1 323 152 153 16.8 17.3 19.4
60 -0 0.6 38.2 36.3 22.6 254 26.2 26.8 28.6
0.3 54.9 54.1 52.0 53.8 55.0 553 55.8
0.9 16.0 16.0 7.1 7.0 74 7.7 8.8
40-0 0.6 17.0 17.0 104 11.3 11.7 12.0 129
0.3 24.7 24.8 234 24.2 24.6 24.8 25
0.9 4.1 42 22 2.0 1.9 1.9 2.3
20-0 0.6 4.4 4.4 2.9 29 2.9 3.0 34
0.3 6.6 6.5 6.0 6.1 6.2 6.2 6.4
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Figure 9: The perception of side tire slip due to the injected mes-
sages that change steering angle, throttle, and brake (the initial vehi-
cle speed for (a) (b) and (c) are 160, 80 and 80 km/h). The red boxes
indicate severe abnormal side tire slip motions.

the ¢ threshold is set to around 0.2, which corresponds to the
general cases that the maximum friction generated when the
slip ratio is between 0.1 and 0.2 [35, 37, 49]. Consequently,
we also set the threshold of the slip ratio ¢ to 0.2 by default.

Fig. 9 shows the changes of the slip ratio ¢ when MIAs are
launched through injecting messages to change the steering
angle, brake pressure, and throttle position, respectively. The
red boxes indicate severe abnormal slide tire slips occur. As
shown in Fig. 9(b), when the tire is held still and locked
completely, ¢ equals 1, obviously exceeding the threshold.
Hence, based on the BD model in §4.3, SAID can correctly
and timely capture the abnormal tire slip states when such
MIAs are launched, indicating SAID can effectively detect the
MIAs launched to cause abnormal dynamic states based on
the dynamics-based models.

Answer to RQ1: By leveraging the vehicle dynamics mod-
els, SAID can correctly and timely identify the abnormal
vehicle states, including roll, yaw, and accelerating/braking,
before severe anomalies (i.e., rollover, abnormal steering
angle, and side tire slip).

6.2 State Attack Defense

In this section, we use simulations, testbed, robotic cars,
and real vehicles to evaluate whether SAID can identify the
state layer injection attacks based on both the dynamics-based
and rule-based policies presented in §5.3.

Table 4: Result of estimating rollover likelihood of NanoCar using
LTR and defense against MIAs launched by increasing V.

V, 0.2 m/s 0.4 m/s 0.6 m/s 0.8 m/s 1 m/s
Defense

No Yes | No Yes | No Yes | No Yes | No Yes

5.7° 0.02 0.02 | 0.04 0.04 | 0.17 0.17 | 0.30 030 | 0.48 048
11.5° 0.04 0.04 | 0.15 015|035 035|064 0.60 | 101 0.61
17° 0.06 0.06 | 023 0.22 | 0.52 051|096 0.60 | 1.31 0.59

Table 5: Result of estimating rollover likelihood of NanoCar using
LTR and defense against MIAs launched by increasing .

8 5.7° 8.6° 11.5° 14.3° 17°
Defense No Yes | No Yes | No Yes | No Yes | No Yes

Ve

0.2 m/s 0.02 0.02 | 0.03 0.03 | 0.04 0.04|0.05 0.05|0.06 0.06
0.6 m/s 0.17 0.17 | 026 0.26 | 0.35 035|043 043 | 052 0.52
1 m/s 0.48 049 | 0.76 0.64 | 0.97 0.61 | 1.11  0.60 | 1.21 0.62

6.2.1 Dynamics-based Defense: We evaluate the dynamics-
based defense through both simulations and robotic cars.
Simulation: When the dynamics-based defense is enabled,
the simulation results of the rollover, under/oversteer, and
slide tire slip show all the abnormal dynamic states detected
in §6.1 are prevented.

Robotic Cars: We also applied the dynamics-based defense
to various robotic cars for evaluation.

To evaluate the RD-based defense, we conduct experiments
by injecting specific messages (i.e., control commands) into
the three robotic cars to continuously increase the steering
angle or the speed, which will lead to a high risk of rollover.
Table 4 and 5 show the defense results when continuous
messages/commands are injected into NanoCar to increase its
speed V, and steering angle 3, and the results include both the
LT Rs measured when defense function is disabled (i.e., “No”)
and enabled (“Yes”). For example, if an adversary launches
a rollover attack by injecting messages to increase the car’s
speed to 1 m/s when the robotic car runs at the constant
steering angle 17°, the RD-based defense can effectively detect
such an attack when LT R researches the threshold (i.e., 0.6)
and prevent the rollover accidents by discarding the injected
commands and preventing LT R from exceeding the threshold,
i.e., LTR equals 0.59.

The experiments on JetRacer and Scout Mini achieve simi-
lar results, and we just present the detailed evaluation results
of NanoCar due to the page limitation. Consequently, the
evaluation results of robotic cars show our RD-based defense
can effectively and timely identify the injected abnormal mes-
sages and further discard them to keep the vehicle safe.

We also evaluate the SD-based defense by injecting mes-
sages into the robotic cars to continuously increase the steer-
ing angles or speed, which can cause abnormal under/over-
steering dynamics during cornering. When SD-based defense
is enabled, SAID defends against such attacks according to
8 /8 ,eurar» ©F Which the larger values indicate the higher risks
of slide slip. Table 6 and 7 show the results of defending
against the attacks on NanoCar, which are launched by in-
jecting messages to increase the speed V, and the steering
angler 9, respectively. From the results, we can find if the de-
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Table 6: Result of estimating yaw stability of NanoCar using
5 / 8yeunrar A€21NSE the MIAs launched by increasing V.

Vi 0.2 m/s 0.4 m/s 0.6 m/s 0.8 m/s 1 m/s
Defense

No Yes | No Yes | No Yes | No Yes | No Yes

5.7° 099 1.02 | 1.01 1.00 099 100|099 098 | 098 0.99
11.5° 1.00 1.00 | 1.00 1.00 | 1.0I 1.00 | 1.03 1.02 | 1.08 1.08
17° 1.04 1.05 | 105 1.05| 1.04 104|107 107 | 130 1.20

Table 7: Result of estimating yaw stability of NanoCar using
3/ Speur A€2INSt the MIAs launched by increasing 9.

3 5.7° 8.6° 11.5° 14.3° 17°
Defense No Yes | No Yes | No Yes | No Yes | No Yes
Vi (m/s)
0.2 m/s 1.00 1.00 | 1.00 0.99 | 1.00 1.00 | 0.99 0098 | 1.02 1.03
0.6 m/s 099 0.99 | 099 1.00 099 100|103 103|103 1.03
1 m/s 098 098 | .00 099 | 1.08 1.08 | 1.20 1.19 | 1.29 1.19

fense function is enabled (i.e., “Yes”), all abnormal dynamic
states are prevented, i.e., no 8 / Snoutral exceeds 1.2, which is
threshold specified in this experiment, indicating the SD-based
defense can effectively prevent side slip attacks. For example,
when the adversary continuously increases the speed under
a steering angle of 17°, NanoCar enters into a severe slide
slip dynamics (® /s = 1.30) if SD-based defense is dis-

abled, otherwise it is still in a safe state, namely 8 /s
still around 1.20.

6.2.2 Rule-based Abnormal State Defense: In this experi-
ment, we evaluate SAID in both testbed and real vehicles. For
the evaluations in the testbed, we launch MIAs by injecting
attack messages to trigger abnormal states and meanwhile re-
playing the real road data. For the evaluations in real vehicles,
we inject various diagnostic messages to trigger abnormal
behaviors/functionalities.

Testbed: We instruct the “adversary” (Fig. 6) to dynamically
send diagnostic requests to change the driving states when
replaying the captured in-vehicle and onboard context data.
The replayed data include 33,293 diagnostic messages and
30,654 tuples of sensor data. Meanwhile, 3,329 diagnostic
requests are issued to change the driving states (e.g., open and
close windows) or ECU statuses (e.g., update firmware, write
data, and clear fault code). For instance, we send diagnostic
requests to turn off the turn signal during cornering and mod-
ify the ECU configurations during running. Thus abnormal
vehicle states are caused.

neutral

is
neutral

We also adopt various strategies to modify the parame-
ters of normal diagnostic requests to cause abnormal vehicle
states, including bit transform, value amplification, etc. For
instance, the vehicle speed of real road data is below 70 km/h,
which is always normal, but it exceeds 120 km/h after amplifi-
cation and thus will violate specific speed related rules during
replay. The experimental results show that all diagnostic re-
quests, which can cause abnormal driving states, are dropped
by SAID, and 87 state layer defense policies are hit (118 in
total). All dropped messages are manually verified based on
the recorded traffic.

Real Vehicles: We also deploy SAID on the seven rental cars

Table 8: The FN and FP of the dynamics-based defenses.

Dynamics ‘ LTR ‘ Understeer/oversteer ‘ Slip
Model | Threshold [ FN  FP | Threshold [ FN  FP | Threshold | FN  FP
Rate under 0.4 1.7% 0 1 0.17% 0 0.1 23% 0
specific 0.5 21% 0 1.1 1.1% 0 0.2 4.5 0
threshold 0.6 46% 0O 12 34% 0 0.3 71% 0
: 0.7 10.4% 0 1.3 64.7% 0 0.4 138% 0

and use an OBD-II dongle to inject attack messages. Due to
the safety consideration, all the target functionalities are not
safety-sensitive, including door, window, light, mirror, wipers,
and speaker related operations, and the cars keep static with
handbrake during message injection. The results show that all
the injected messages are identified by SAID timely, and, if
we assume the car runs on a special road, SAID also discards
all the injected messages that can cause abnormal states. For
instance, if we assume the cars run on a highway, i.e., speed
is 80 km/h, all the messages, injected to open windows and
doors, are discarded. Therefore, the results indicate that SAID
can be deployed to real vehicles to defend against the MIAs
and prevent abnormal vehicle states.

6.2.3 Detection Rate: We evaluate the detection rate, in-
cluding FN (False Negative) and FP (False Positives), of the
dynamics-based defenses with various threshold configura-
tions. From the results shown in Table 8§ (the default thresh-
olds are underlined), we can see that, for all models, the FN
rises as the threshold increases, and meanwhile, the FNs under
default thresholds (i.e., the underlined values) are all below
5%. Meanwhile, SAID has no FP because no injected normal
control message causes the vehicle dynamic to exceed the
thresholds. Note that the FN also depends on the message
injection patterns, more messages injected before the vehicle
dynamics exceeds the threshold will result in a higher FN
rate. We also evaluate FP using the messages collected from
the real vehicles, containing no abnormal messages, and the
result shows SAID detects no FP.

Answer to RQ2: Based on our state estimation approaches
and defense policies, SAID can effectively defend against
the MIAs that can cause abnormal vehicle states.

6.3 Functional Attack Defense

We evaluate the defense capacity of SAID at network and
service layers by injecting abnormal CAN frames and diag-
nostic messages, respectively, when replaying real road data.
6.3.1 Network Layer Defense: Since the OBD-II port con-
nects to IVN directly or through the gateway, the adversary can
attack IVN by injecting well-prepared CAN frames through
the OBD-II port. In this experiment, we instruct the OBD-II
dongle to launch four types of attacks against the emulated
car (VCar in Fig. 6), including replay attack, bus-off attack,
fuzzy attack, and DoS attack, and evaluate whether SAID can
identify such attack frames correctly and efficiently. Mean-
while, we instruct VCar to record all frames received from
the internal OBD-II port and then check whether the attack
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Figure 10: Distribution and detection rate of the launched
diagnostic traffic (i.e., diagnostic messages).

frames are discarded by comparing the frames recorded with
and without SAID deployed.

The experiment results show that all attack frames are fil-
tered out by SAID at the network layer. More precisely, the
frames injected for replay and bus-off attacks are dropped ac-
cording to the CAN ID rules, because the CAN IDs belonging
to [0x0,700) are only used by in-vehicle ECUs [3, 39, 90].
Thus, if the frames injected through the OBD-II port con-
tain such CAN IDs, they are abnormal and dropped by SAID.
During the fuzzy attack, 86.30% injected CAN frames are
discarded according to the CAN IDs, and 11.87% injected
frames are dropped due to the unmatched diagnostic sessions.
Moreover, 1.83% of malicious CAN frames are filtered out
due to the high transmission frequency. During the DoS at-
tack, 87.16% and 12.84% of the injected frames are dropped
according to their CAN IDs and frequency, respectively.
6.3.2 Service Layer Defense: To evaluate whether SAID
can effectively identify the injected abnormal diagnostic mes-
sages according to the defense policies, we randomly inject
diagnostic messages and change the contents of the replayed
diagnostic messages on the testbed (i.e., Fig. 6). Meanwhile,
we record the diagnostic messages on both VCar and Adver-
sary sides. Then, we evaluate the defense performance of
SAID by comparing the traffic recorded on both sides.

In this experiment, around one million diagnostic messages
are sent to VCar with SAID, including 188,203 (18.82%) ab-
normal messages and 811,801 (81.18%) normal messages.
The message distribution is shown on the left-hand side of
Fig. 10, and the right-hand side of Fig. 10 shows the detec-
tion rates of the abnormal diagnostic messages. The exper-
iment results show that apart from the fuzzy attack traffic,
of which 99.1% are detected, all other types of attack traffic
are detected. The fuzzy attacks trigger a larger number of
negative diagnostic responses, and thus SAID detects such at-
tacks according to the frequency of negative responses, which
is under the specified threshold at the beginning of fuzzy
attacks. Therefore, SAID does not identify the injected mali-
cious messages at the beginning of fuzzy attacks, leading the
false positives (0.9%). Such missed frames do not endanger
the vehicle and will be discarded in IVN because only a few
frames are injected and also cannot be processed by IVN.

We also compare SAID with the existing vehicle IDSs and
the results are presented in Appendix-A.2.
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Figure 11: The overhead of SAID.

Answer to RQ3: The experimental results show that SAID
can efficiently identify the abnormal driving states and pre-
vent the MIAs from affecting the vehicles, thus outperform-
ing existing IDSs.

6.4 Overhead

SAID inspects CAN frames and diagnostic messages at
three layers, and meanwhile, additional latency will be in-
curred to both the CAN frames and diagnostic messages. To
measure the incurred latency, we run SAID with CAN frame
related rules, diagnostic message related rules, and overall
rules enabled, respectively. Meanwhile, we measure the gaps
between the timestamps when the frames and messages are
captured at the external OBD-II port of SAID and the internal
OBD-II port as the incurred latency.

Taking the latency incurred by SAID without any defense
policy as the baseline, and then the other latency incurred with
different configurations is shown in Fig. 1 1. Compared with
the baseline, SAID incurs around 10 us to the CAN frames
and negligible latency to the diagnostic messages. Note that
the diagnostic messages can be divided into single frames and
multiple frames. Because the latency of the messages based
on a single frame is the same as that of the common CAN
frames, we just show the latency of the messages depending
on multiple CAN frames in this experiment.

Answer to RQ4: SAID just incurs around 10 us and negli-
gible additional latency to the network and diagnostic data
transmission respectively and is acceptable because the
max bit speed of CAN is up to 1 Mbit/s [40].

7 Discussion and Future Work

In this paper, we propose SAID to defend against the MIAs
launched from out-vehicle entities. That is, when an abnor-
mal dynamic state is identified, SAID can either filter out the
causing incoming messages or just warn the driver according
to the causes of such a state. Particularly, if an incoming mes-
sage from out-vehicle entities (e.g., OBD-II dongle) will let
the vehicle enter abnormal maneuvers/states, SAID will reject
it. However, it does not prevent any in-vehicle ECU/sensor
from transmitting data and just warns the driver of the identi-
fied anomalies. Consequently, if a suspicious/unusual state is

1932 31st USENIX Security Symposium

USENIX Association



controlled by the driver, SAID just informs the driver.

Moreover, if the messages are gradually injected to cause
anomalies not exceeding thresholds, the dynamics-based de-
fense does not stop them because no dynamics-based defense
is validated, but they can be detected by other defense policies
(e.g., network/rule-based defense). In this paper, we propose
to apply the dynamics-based defense to prevent injected mes-
sages from putting the vehicle in danger, and such defense can
be regarded as the last line to protect vehicles from physical
crashes when abnormal data is injected. In the future, we will
extend SAID to prevent the anomalies caused by in-vehicle
messages and provide defense suggestions.

Currently, we just leverage the explicit and common rela-
tionship among the data collected from different layers for
attack defense. In future work, we will mine the implicit
and vehicle-specific relationships between the vehicle states
and the network/service layer traffic for defense. Also, SAID
mainly focuses on the known vehicle states and motions cur-
rently, and we will leverage machine learning to detect un-
known anomalies by combining multiple-layer information.

In addition, in this paper, we assume both software and
hardware of SAID are reliable. Due to the centralized na-
ture of SAID, we will use hardware security components and
visualization techniques to improve its security in practice.

8 Related Work

Vehicular State-Aware Defense: The statistical features of
CAN traffic have been used to detect abnormal IVN behav-
iors [64, 70-72]. For example, Miiter et al. used the patterns
(e.g., frequency, consistency, and correlation) of CAN mes-
sages to detect abnormal behaviors [71]. Then, an entropy-
based approach was proposed to detect intrusions by measur-
ing the entropy of CAN messages [70]. Miller et al. detected
the suspicious IVN behaviors based on the distributions of
intervals between CAN messages [64]. Narayanan et al. ap-
plied the Hidden Markov Model to predict abnormal IVN
states based on specific in-vehicle information [72].

Physical State-Aware Defense: The physical control invari-
ant has been used to detect vehicular misbehaviors [31, 32,
79]. For instance, Cho et al. proposed to detect vehicle misbe-
haviors by comparing the real-time brake data with a norm
braking control model [31]. Afterward, Choi et al. applied
the control-invariant models to detecting the attacks against
robotic vehicles [32]. Then the framework SAVIOR leveraged
robust physical invariant to detecting and preventing signal
injection attacks [79]. Although SAID detects anomalies by
using models different from these works, its dynamics-based
defense also relies on the robust physical/dynamic invariant.
Machine Learning based Defense: The machine learning
models have been used to detect the injected IVN data. Olu-
fowobi et al. applied the adaptive cumulative sum algorithm to
detecting statistical changes and intrusions in CAN bus mes-
sage stream based on change-point detection techniques [77].

Moreover, Olufowobi et al. also presented a specification-
based IDS using the response time analysis of CAN [78]. Tay-
lor et al. used a Long Short-Term Memory neural network to
predict the next data word originating from each sender on
the bus and detect anomalies if a large deviation is found [87].
Kang et al. employed a deep neural network (DNN) to discrim-
inate normal and hacking packets [51]. The Hidden Markov
Model is also used to predict the abnormal vehicle states [73].
Timing-based Defense: Since each ECU has its specific tim-
ing features, researchers use such unique features to detect
abnormal CAN frames. A clock-based intrusion detection sys-
tem, named CIDS, is proposed to detect the abnormal CAN
frames. It extracts the clock skews from the frames as the
fingerprints of the ECUs and then models their clock behav-
iors [29]. To prevent the replay attack, Choi et al. presented a
method to identify ECUs using inimitable characteristics of
signals emitted from different ECUs [33]. To detect abnormal
frames at the physical layer, Xu et al. proposed a reinforce-
ment learning-based physical authentication scheme, which
checks CAN frames according to voltage patterns [98].
Comparison: Table |1 summarizes the major differences be-
tween SAID and the existing vehicular IDSs from various
aspects. First, the existing IDSs detect anomalies using only
one type of vehicular data, such as sensor, CAN frame, or
OBD-II message, and SAID detects attacks in multiple layers
(details in §3.2) using four types of vehicular data for defense;
Moreover, compared with the existing control/physical invari-
ant based anomaly detection approaches, SAID detects MIAs
leveraging three VD models along with the RB (Rule-based)
models; Since more types of data are utilized by SAID to
detect MIAs, it can detect more types of attacks than the ex-
isting IDSs; It is worth noting that the Choi et al. [32] and
Raul et al. [79] focus on detecting attacks on the robotic ve-
hicles leveraging the control/physical invariants. Although
SAID detects abnormal vehicle states using the specific vehi-
cle dynamics models, which are different from the laws used
by them, the dynamics-based defense capacity of SAID also
depends on the control/physical invariant of the vehicles. In
addition, SAID does not require to refit the vehicles for deploy-
ment and also has the capacity of preventing attacks; Also,
we evaluate SAID with different experiment environments,
including real cars, prototype systems, and simulations.

9 Conclusion

In this paper, we propose SAID, a new state-aware defense
system against vehicular MIAs. It employs the vehicle dy-
namics models to estimate the vehicle states with the context
information from both IVN and onboard sensors for defending
against the attacks aiming to cause abnormal vehicle motions.
Moreover, it exploits the eco/safe driving requirements and
auto insurance policies to build rule-based defense policies for
defending against more anomalies. SAID adopts a cross-layer
architecture and can detect abnormal CAN frames and diag-
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nostic messages at the network layer and service layer. The
various types of evaluation results show SAID can effectively
and efficiently detect various MIAs based on the rule-based
and dynamics-based defense policies.
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A Appendix

A.1 Defense Results of Simulations

We evaluate the defense performances of SAID when the
MIAs are launched by injecting various types of messages si-
multaneously. As shown in Table 9, we simulate 22 MIAs that
are launched under various initial vehicle states and through
injecting different messages. To evaluate whether SAID can
defend against these MIAs, we use SAID to protect the ve-
hicle from entering abnormal motions. The right column of
Table 9 presents the defense results and all abnormal motions
are prevented after SAID is applied.

A.2 Comparison with Exiting Vehicular IDS

We compare SAID with existing vehicular IDSs using the
public CAN bus dataset [46], and the results are shown in Ta-
ble 10. Note that existing IDSs do not consider the server layer
and state layer attacks, and their dataset just contains the net-
work layer attack traffic, including replay attack (a.k.a., spoof
attack and fabricate attack), DoS attack, and fuzzy attack. The
results show that apart from SAID none of the existing IDS can
identify all these injected malicious messages, because only
SAID considers context information. More precisely, exiting
IDSs are deployed in IVN and detect anomalies with the sta-
bility features of IVN traffic, such as intervals and sequences.
Hence, they cannot identify the injected abnormal messages
with normal traffic patterns. Also, the normal diagnostics may
cause false positives due to unusual IVN traffic patterns pro-
duced. In contrast, SAID is deployed between the IVN and
out-vehicle entities and detects anomalies considering both
the traffic features and the context information. Therefore,
when such abnormal diagnostic traffic is injected, SAID can
timely identify them according to their message IDs, which
can be only used by IVN messages.

Table 9: The defense results of various MIAs launched at high
and middle speed (i.e., 90 km/h and 60 km/h) as well as vari-
ous steering wheel angles (,,). v indicates SAID successfully
detected and prevented the abnormal vehicle motions.

Attack | Initial state MIAs (Injected M ) | Defense
Purpose | Velocity | Steering wheel | Throttle | Brake | Steering wheel | Result
60 km/h 25° increase Na increase v
60 km/h 25° Na increase increase v
60 km/h 15° increase Na increase v
Rollover 60 km/h 15° Na increase increase v
90 km/h 25° increase Na increase v
90 km/h 25° Na increase increase v
90 km/h 15° increase Na increase v
90 km/h 15° Na increase increase 4
60 km/h 25° increase Na increase v
60 km/h 25° Na increase increase 4
Under/ | 60 km/h 15° increase Na increase v
Oversteer | 60 km/h 15° Na increase increase v
90 km/h 15° increase Na increase 4
90 km/h 15° Na increase increase v
60 km/h 25° increase Na increase v
60 km/h 25° Na increase increase v
60 km/h 15° increase Na increase v
Side slip 60 km/h 15° Na increase increase v
90 km/h 25° increase Na increase v
90 km/h 25° Na increase increase v
90 km/h 15° increase Na increase v
90 km/h 15° Na increase increase 4

Table 10: Comparison between the existing vehicular IDSs
(y/ and X indicate the IDS has or has no such an ability).

DS Network Layer | Service State

| DoS Replay Fuzzy | Layer Layer
X 0.9957 0.9996 X X
Muter et al.(70] 09685 09546 09647 X X
Gmiden et al.[42] X 0.9765 0.9912 X X
Cho et al.[29] 0.4472 0.7063 0.3589 X X
Kang et al.[51] 0.9647 0.9912 0.7517 X X
Taylor et al.[87] 0.7818 0.9136 0.6365 X X
Moore et al.[67] 0.9382 0.9663 0.9527 X X
Marchetti et al.[60] 0.9616 0.8367 0.9819 X X
. 09714 0.8901 0.9744 X X
Tomlinson et al.[88] % 0.8462 0.8665 « %
Stabili et al.[85] 0.9977 0.8481 0.952 X X
Ohira et al.[76] 0.9924 0.8374 0.9508 X X
SAID 1 1 1 N N

Table 11: Comparison with the existing vehicular IDSs on the exploited data, the type of detection algorithms, the target
attacks,the evaluation environments, the requirement of refitting, and the prevention capacity. RB, ML, PI, and VD indicate the
rule-based, machine-learning based, physical invariant and vehicle dynamics based detection approach, respectively. It is worth
noting that Choi et al. [32] and Raul et al. [79] focus on detecting attacks on the robotic vehicles.

IDS FSWS%VUUS{ Type Targets Evaluation environment ‘ Refit ‘ Prevention
Muter et al. [70] X v X X RB DoS, Spoof Real car 4 X
Gmiden et al. [42] X Vv X X RB DoS, Spoof Simulation Vv X
Cho et al. [29] X Vv X X RB DoS, Spoof Real car, Prototype, Simulation | / X
Kang et al. [51] X V4 X X ML (DNN) Spoof Simulation Vv X
Taylor et al. [87] X Vv X X ML (RNN and LSTM) Spoof Simulation v X
Moore et al. [67] X V4 X X RB DoS, Spoof Real car Vv X
Marchetti et al. [60] X Vv X X RB Spoof, Fuzzy Real car v X
Tomlinson et al. [88] X V4 X X RB DoS, Spoof Simulation Vv X
Stabili et al. [85] X Vv X X RB Spoof, Fuzzy Real car, Simulation Vv X
Ohira et al. [76] X Vv X X RB DoS, Spoof, Fuzzy Simulation Vv X
Casillo et al. [24] X Vv X X ML (Bayesian) Spoof Simulation Vv X
Cho et al. [30] X Vv X X RB Spoof Real car, Prototype 4 X
Ganesan et al. [41] Vv X X X RB Spoof Simulation Vv X
Wasicek et al. [93] X X v X ML (Bottleneck ANN) Spoof Real car v X
Narayanan et al. [73] X X Vv X ML (HMM) Spoof Real car Vv X
Choi et al. [32] Vv X X X PI Signal Injection Robotic Vehicles v v
Raul et al. [79] V4 X X X PI Signal Injection Robotic Vehicles vV Vv
SAID Vv Vv Vv Vv RB and VD (])DE]S)’,ISJ%)SO ;giz;gfmf;fgh Real car, Prototype, Simulation X Vv
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